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THE GOALS OF THIS PROJECT

The Erasmus+ Cooperation Project is dedicated to gathering exemplary practices and developing engaging and
innovative activities tailored for youth workers. This E-Handbook is a valuable resource, emphasizing digital literacy
and the critical analysis of media and social media content.

®m The goals of this project are to:

| | | |
Equip youth workers Provide comprehen- Investigate the phe- Advance non-fomal ed-
and young individuals sive training materials nomenon of disinfor- ucation and strengthen
with systematic digital within the E-Handbook mation, including the collaboration in the
and media literacy to nurture competen- deconstruction of fake realm of youth work
skills, fostering critical cies for media content news and the under- with EU Programme
thinking. analysis. standing of authentic countries in
information. a systematic manner.




MEDIA LITERACY:
AN ESSENTIAL SKILL

According to the Media literacy expert group, creat-
ed by the European Commission:

“Media literacy is an umbrella expression that includes
all the technical, cognitive, social, civic and creative

capacities that allow a citizen to access, have a criti-
cal understanding of the media and interact with it. It
refers to all kinds of media, through all kinds of chan-
nels (traditional, internet, social media) and to all ages.

Media literacy means different things for different
countries and stakeholders. It is also a dynamic con-
cept that evolves at the same time as technology and
society.

However, a key stone in all possible definitions of me-
dia literacy is the development of critical thinking by
the user”

(Source: (E02541), CNECT- DG Communications Net-
works, Content and Technology).




MEDIA LITERACY:
AN ESSENTIAL SKILL

THE DEVELOPMENT
OF THE E-HAND-
BOOK

Our partners from Lithuania, Estonia, Finland, France,
and ltaly collaborated to create this E-Handbook, fo-
cused on supporting youth workers. By improving
youth workers’ competencies, particularly in handling
misinformation and disinformation, we aim to enhance
youth organizations’ capabilities, ultimately elevating
the quality of youth work.

The development process involved collecting and
creating materials, along with rigorous testing, incor-
porating valuable feedback from young participants.
By curating the E-Handbook, we encourage partner
organizations to integrate this E-Handbook into their
daily work, equipping frontline workers to organize
workshops on critical thinking and media literacy. This
E-Handbook not only offers a comprehensive perspec-
tive on critical thinking and media literacy but also
equips youth workers with essential digital skills for ef-
fective media content analysis and knowledge transfer.




DESCRIPTION OF THE ACTIVITIES

1. Infinity of Communication
This involves engaging in interactive discussions, case study analysis, and trusted references to foster essential

critical thinking skills.

2. Media and Imagination Activity
Focused on the infinity of communication, this activity delves into how individual experiences shape our un-
derstanding of communication, with a strong emphasis on nurturing critical thinking and honing the ability to

filter information effectively in the realm of social media.

3. Critical Quest Activity
This activity aims to develop participants’ critical thinking, cooperation, and creativity. It offers challenges,
puzzles, and mysteries that require participants to train their critical thinking skills, analyze complex situa-

tions, and make well-informed decisions.

4. Media Investigator
This activity aims to cultivate critical thinking, teamwork, and creative problem-solving. Participants will tackle
a variety of challenges, puzzles, and mysteries, honing their critical thinking skills, analyzing complex scenarios,

and making informed decisions along the way.



5. Cybersecurity Simulation
Grounded in experiential learning, this activity empowers participants to make informed decisions about on-

line security.

6. Media Literacy Scavenger Hunt
This activity enhances media literacy by analyzing various sources and sharpening skills to identify biases, mis-

information, and persuasive techniques in a team.

7. ThinkQuest: Navigating the Realm of Critical Thinking
This activity integrates interactive discussions, case study analysis, and reputable references for a holistic ap-

proach to developing critical thinking skills.

8. Identifying Fallacies Activity
This activity explores persuasive techniques through non-formal logic, enabling students to decode daily mes-
sages. It introduces diverse logical fallacies, enabling participants to recognize and analyze

biased media content.

9. Recognizing Appeals to Emotion
This activity explores post-truth phenomena, where appeals to emotion and personal belief have more influ-
ence in shaping public opinion than objective facts. Students engage with various emotional appeals and learn

about persuasive luring techniques.



10. Critical Evaluation of Web Contents
The goal of this activity is to help students evaluate website content for reliability. They learn to verify infor-

mation accuracy and compare various information sources.

11. ChatGPT
An interactive task for enhancing critical media literacy, allowing participants to practice evaluating and in-
terpreting responses from ChatGPT, with the aim of developing critical thinking and the skill to discern reli-

able information from unreliable sources.

12. Netiquette

This activity provides students with rules of netiquette to ensure smooth virtual communication.

13. Social Media Giants
Students explore the major social media giants and gain insights into why these platforms collect and
store a wealth of user data. The activity provides examples of the specific types of data gathered, high-

lighting variations between platforms.

14. Project video
The project videos provide valuable resources for teaching media literacy, empowering individuals to
critically and smartly analyse social media. By understanding media bias and fallacies, individuals can

discern underlying agendas in media coverage and develop a more nuanced view of current events.



THE OBJECTIVES

ACTIVITY ADDRESSES

COMPETENCIES
LEARNED (KNOWLEDGE,
SKILLS, ATTITUDE,
BEHAVIOURS)

TIME

SETTING
MATERIALS

DESCRIPTION OF THE
ACTIVITY

Raise awareness through practical activity of the subjective interpretation
of verbal communication.

Youth workers, youth. Age: 18 to 70

Infinity of communication: communication passes through the experiences
and lenses of each person. Everyone sees the concept of a word in relation to
their own experience both as individual and in the society (according to the
age, gender, etc.) Develop critical thinking. Learn how to filter information in
social media.

Approx 1 hour

Room, not too big

Papers and markers

PART A: The participatns must close their eyes and the trainer
says a word. The participants are then asked to open their eyes
and draw what they have imagined while hearing that word. They
will realize that everyone will have imagined something different.
For example with the word “present” someone will draw a box,
someone else a christmas present under a christmas tree and
another a present ribbon or an air ticket.

Discussion: talk about why everyone has done a different drawing.



INFINITY OF COMMUNICATION

PEDAGOGICAL Thank participants for their active participation and engagement.
RECCOMANDATIONS Collect feedback on the activity, including what participants

found valuable and any suggestions for improvement.

REFLECTIONS AND The reflection will be focused on the interpretation of the “infinite”
VALIDATIONS METHODS in the communication. Each of us perceive things in his own mind
in function of his life experiences and its role in the society.

REFERENCES/ STEPHEN R. COVEI “7 roles to be successful”
BIBLIOGRAFY




MEDIA AND IMAGINATION

THE OBJECTIVES

ACTIVITY ADDRESSES

COMPETENCIES
LEARNED (KNOWLEDGE,
SKILLS, ATTITUDE,
BEHAVIOURS)

TIME

SETTING

MATERIALS

Develop critical thinking. Learn how to filter information
in social media.

Youth workers, youth. Age: 18 to 70

Infinity of communication: communication passes through the experiences

and lenses of each person. Everyone sees the concept

of a word in relation to their own experience both as individual and
in the society (according to the age, gender, etc.) Develop critical
thinking. Learn how to filter information in social media.

Approx 1 hour

Room, not too big

Papers with sentences and pens.

Example of sentences:

1. Drink a juice in the morning and you will became more beautiful.
2. Use the solid shampoo and you will become irresistible.

3. Subscribe to the newsletter and you will receive a beautiful present.

4. Travelling with us is the best experience you can imagine.
5. Keep safe fly with us.
6. Your body is a temple.

1



MEDIA AND IMAGINATION

MATERIALS

DESCRIPTION OF THE
ACTIVITY

PEDAGOGICAL
RECCOMANDATIONS

REFLECTIONS AND
VALIDATIONS METHODS

REFERENCES/
BIBLIOGRAFY

7. If you wear this perfume everyone you want will fall for you.
8. Since | started using this cream my skin became fantastic.
9. If you want to be happy you should sing a song every day.
10. Everyone can lose weight eating an apple a day.

The participants will receive a paper with some sentences/slogan
taken from social media and advertisements (See Annex |). They

have to underline the words that they consider interpretable in
different ways.

Discussion: which audiences/experiences/emotions they are targeting
to convince you about something?

Thank participants for their active participation and engagement.
Collect feedback on the activity, including what participants
found valuable and any suggestions for improvement.

The reflection will be focused on how audiences/experiences/
emotions can be used, by who, to convince you about something.

STEPHEN R. COVEI “7 roles to be successful”

12



THE CRITICAL QUEST

ACTIVITY ADDRESSES Youth workers, youth. Age: 18 to 70

TIME Approx 2 hours

MATERIALS Rules of the game:
1. Divide the participants into teams of 4-6 people.
2. Decide who will be the storyteller who will lead the teams
3. Each team will have access to a map, a puzzle journal and a set
of clues.



MATERIALS

THE CRITICAL QUEST

e Starting scenario: The storyteller presents the context of the
adventure. The teams find themselves inside an ancient castle full
of treasures. Their teams needs to reach the Room of Wisdom,
where the supreme wisdom is found, but to do so, they will have to
solve a series of mysterious challenges.

e Puzzles and Challenges: The storyteller will present various
complex situations in the form of puzzles, riddles, or dilemmas.
The teams will have to carefully analyze the clues provided and
discuss possible solutions using critical thinking.

e Example riddle: “You have found a room with three doors. Above
each door, there is an inscribed sentence: ‘Only one door will lead
you forward, a critical mind is what is needed, but only one word
about each door is true. * The words are: ‘Truth’, ‘Liar’ and ‘Random’.
Which door should you choose and why?”

e Teams discuss and reach a group decision based on evidence,
strong argument, and critical reasoning. The leader will evaluate
the responses and provide feedbacks.

e Advancement and Rewards: Teams progress through the castle
by successfully solving puzzles. They will receive rewards such

as magical items or additional clues to help them in subsequent
challenges.

14



THE CRITICAL QUEST

MATERIALS

PEDAGOGICAL
RECCOMANDATIONS

REFLECTIONS AND
VALIDATIONS METHODS

e The team that reaches the Room
of Wisdom will have a final
challenge in which they will apply all
critical thinking skills learned
during the adventure. The correct
solution will open the Chamber
and reveal the supreme wisdom.

Thank participants for their active . ‘
participation and engagement.

Collect feedback on the activity, in-
cluding what participants

found valuable and any suggestions
for improvement.

Take a moment to reflect on the
activity and share the feelings the
participants experienced during
the workshop.

15



MEDIA INVESTIGATOR

ACTIVITY ADDRESSES Youth workers, youth. Age: 18 to 70

Approx 1.5 to 2 hours




MEDIA INVESTIGATOR

e Some media examples (articles, images, videos, social media
posts, etc.).

e A projector or screen to display media examples (optional).
e Flipchart paper and markers.

e Media evaluation criteria handouts (created beforehand).

MATERIALS




DESCRIPTION OF THE
ACTIVITY

PEDAGOGICAL
RECCOMANDATIONS

3. Ask each group to present their findings and analysis to the
rest of the participants.

e Encourage questions and discussions during and after each
presentation to promote critical thinking and media awareness.
4. Facilitate a group discussion on the challenges and insights

gained from the media analysis activity. Emphasize the importance

of verifying information from multiple sources before
drawing conclusions.

Discuss strategies for staying media-aware

and responsible consumers of information.

Explain the importance

of critical thinking and media awareness in today’s digital
age; discuss the prevalence of misinformation and the impact
it can have on individuals and society; set the ground rules for

respectful discussions and encourage an open-minded approach.

5. Conclusion: summarize the key takeaways from the activity.
Provide additional resources or tips for further developing media
literacy and critical thinking skills.

Thank participants for their active participation and engagement.

Collect feedback on the activity, including what participants

18



MEDIA INVESTIGATOR

PEDAGOGICAL found valuable and any suggestions for improvement.
RECCOMANDATIONS

REFLECTIONS AND Take a moment to reflect on the activity and share the feelings the
VALIDATIONS METHODS participants experienced during the workshop.

19



CYBERSECURITY SIMULATION

ACTIVITY ADDRESSES Youth workers, youth. Age: 18 to 70

Approx 90 min




CYBERSECURITY SIMULATION

MATERIALS

DESCRIPTION OF THE
ACTIVITY

e Laptops or tablets for participants (if available)
* Projector and screen

e Whiteboard and markers

e Printed scenarios and role cards

e Sticky notes and markers

10 minutes:

Welcome participants and introduce the purpose of the activity:
to explore cybersecurity concepts through a simulated scenario.
Explain that participants will assume different roles and collaborate
to respond to a cyber incident.

15 minutes:

Present a fictional scenario (e.g., a small business targeted by

a phishing attack or a social media account compromised).
Briefly describe the characters and roles participants will assume
during the simulation (e.g., IT manager, employee, customer)

and distribute printed role cards to participants, assigning

them specific roles within the scenario. Each participant should
read their role and understand their responsibilities.

40 minutes:

Divide participants into small groups, with each group consisting
of different role holders. Instruct each group to work together to

respond to the scenario by discussing and deciding on appropriate actions.

21



CYBERSECURITY SIMULATION

DESCRIPTION OF THE
ACTIVITY

PEDAGOGICAL
RECCOMANDATIONS

REFLECTIONS AND
VALIDATIONS METHODS

Encourage participants to consider the potential consequences
of their decisions.

20 minutes:

Have each group present their decisions and actions to the larger
group.

Facilitate a discussion about the different approaches taken and
their outcomes.

Discuss the importance of communication, collaboration, and
quick decision-making in responding to cyber incidents.
Cybersecurity Reflection - 15 minutes:

Ask participants to reflect on what they learned from the simulation.

Use a whiteboard or large paper to list key takeaways and insights
from the activity.
Wrap-Up and Feedback (10 minutes)

Thank participants for their active participation and engagement.
Collect feedback on the simulation, including what participants
found valuable and any suggestions for improvement.

Take a moment to reflect on the activity and share the feelings the
participants experienced during the workshop.

22



CYBERSECURITY SIMULATION

REFERENCES/ Cyber Security Education: Principles and Policies, Greg Austin,
BIBLIOGRAFY Routledge, Jul 30, 2020




MEDIA LITERACY
SCAVENGER HUNT

ACTIVITY ADDRESSES Youth workers, youth. Age: 18 to 70

TIME Approx 90 min

» Devices with internet access (smartphones, tablets, laptops)

e Printed or digital copies of the Media Literacy Scavenger Hunt
e Worksheet (See below)

e Pens or pencils

MATERIALS



MEDIA LITERACY
SCAVENGER HUNT




MEDIA LITERACY
SCAVENGER HUNT




MEDIA LITERACY

SCAVENGER HUNT

DESCRIPTION OF THE User-Generated Content:

ACTIVITY e Locate a user-generated video or blog post.
e Is the creator an expert on the topic? How can you tell?
e Are there any signs of misinformation or bias?

PEDAGOGICAL Thank participants for their active participation and engagement.
RECCOMANDATIONS Collect feedback on the simulation, including what participants
found valuable and any suggestions for improvement.

REFLECTIONS AND Take a moment to reflect on the activity and share the feelings
VALIDATIONS METHODS the participants experienced during the workshop.

REFERENCES/ Hobbs, R. (2018). “The skill of discernment: The essential role of
BIBLIOGRAFY questions in media literacy education.” Journal of Media Literacy
Education, 10(3), 70-77.
Center for Media Literacy. (n.d.). “Five Key Questions That Can
Change the World.”
MediaSmarts. (n.d.). “Digital and Media Literacy Fundamentals.”
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THINKQUEST: NAVIGATING THE REALM
OF CRITICAL THINKING

ACTIVITY ADDRESSES Youth workers, youth. Age: 18 to 70

TIME Approx 90-120 min

Markers and sticky notes

Printed case studies or scenarios (3-4)
Timer

Handouts with critical thinking guidelines
References for further reading

MATERIALS

28



THINKQUEST: NAVIGATING THE REALM

OF CRITICAL THINKING

DESCRIPTION OF THE Begin by providing a comprehensive overview of critical thinking,
ACTIVITY its importance, and its role in decision-making, problem-solving,
and effective communication.
Pose a series of thought-provoking “What if...?” questions to the
group. Encourage participants to share their initial reactions,
stimulating critical thinking from the start.
Distribute handouts with essential critical thinking guidelines,
such as analyzing assumptions, evaluating evidence, and considering
alternative perspectives.
Divide participants into small groups and provide each group
with a real-world issue, such as a societal challenge or a current
news topic. Have groups discuss the issue, identify assumptions,
and brainstorm possible solutions.
Case Study Analysis (30-45 minutes): provide printed case studies
or scenarios that require critical thinking to unravel complex
problems. Each group receives a different case study to analyze,
evaluate, and discuss.
Instruct groups to analyze their case study using critical thinking
guidelines. Have each group present their analysis, highlighting

29



THINKQUEST: NAVIGATING THE REALM
OF CRITICAL THINKING

PEDAGOGICAL Thank participants for their active participation and engagement.
RECCOMANDATIONS Collect feedback on the simulation, including what participants
found valuable and any suggestions for improvement.




THINKQUEST: NAVIGATING THE REALM
OF CRITICAL THINKING

REFERENCES/ Halpern, D. F. (2014). Thought and Knowledge: An Introduction to
BIBLIOGRAFY Critical Thinking. Psychology Press.
Paul, R., & Elder, L. (2006). Critical Thinking: The Nature of Critical
and Creative Thought. Journal of Developmental Education, 31(2),
34-35.,
Foundation for Critical Thinking. (2021). The Miniature Guide to
Critical Thinking Concepts and Tools. Critical Thinking Foundation.
Facione, P. A. (2015). Critical Thinking: What It Is and Why It
Counts. Measured Reasons LLC.
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RECOGNIZING LOGICAL FALLACIES AND

APPEALS TO EMOTION ONLINE AND OFFLINE

The advancements in information technologies and the
proliferation of social media platforms in the past cou-
ple of decades have led to the birth of an online milieu
where seldom information is put under rigorous anal-
ysis of its provenance, objectives and factuality. The
lack of space for extensive explanation on social media
frequently leads to oversimplified arguments without
supporting evidence and based on flawed logic. This is
particularly true on platforms like Twitter

where brevity is mandated (Uol, 2022). When it comes
to the mass media, such as television and newspapers,
the situation becomes even more complex if consider-
ing their ownership and the intentions of those running
those mediums.

While the mainstream media appears to be more regu-
lated at first glance due to the employment of trained
journalists, fact-checkers, and editors, the so-called
post-truth era largely exposed a shift in this mindset,
which has been well defined by Al-Rodhan (2017): “an
era of boundless virtual communication, where politics
thrives on a repudiation of facts and commonsense”.

Thus, post-truth politics translates into assertions,
which allure to one’s emotions and gut feeling, rather
than having any basis on empirical evidence and valid
information (Al-Rodhan, 2017). As further argued by
Keyes (2004), a post-truth era creates an ethical twi-
light zone, where the attached stigma to lying is lost,
and lies could be told with impunity

and with no consequences for one’s reputation. That
results in the creation of rumours, disinformation, ‘fake
news’ and conspiracy theories, which could go viral in
short time and give impetus to false realities and serve
propaganda purposes (Al-Rodhan, 2017).

This is where discussing and recognizing logical fallacies
becomes critical in order to identify disinformation and
propaganda.

The term logical fallacies was first introduced by Ar-
istotle in his work De Sophisticis Elenchis (e.g. On So-
phistical Refutations) (SEP, 2020). While Aristotle and
afterwards many other philosophers and scholars have
done extensive analysis and breakdown of the concept
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RECOGNIZING LOGICAL FALLACIES AND

APPEALS TO EMOTION ONLINE AND OFFLINE

are based on the substance of the argument, not only
on its form (ibid). In contrast, the fallacy of Argument
from Ignorance, relies on the premise that if one does
not know (or cannot verify) whether a statement is true
or false, it must be necessarily false, or necessarily true
(depending on the argumentation). Thus, the quality of
the argument is based on its content.

In fallacy studies, it is common to distinguish between
formal and informal fallacies. An informal fallacy is
flawed because of its logical structure as well as its
content, while a formal fallacy is found erroneous only
because of its structure (Dowden, n.d.). Slippery Slope
is an example of an informal fallacy with the following
form: Step 1leads to Step 2. Step 2 then leads to step
3, and so on until we reach a clearly inappropriate step,
hence step 1is not allowed (ibid). This kind of
argument relies heavily on the likelihood of progress-
ing from one stage to the next. Thus, the probabilities




RECOGNIZING LOGICAL FALLACIES AND

APPEALS TO EMOTION ONLINE AND OFFLINE

While there are hundreds of different fallacies the fol-
lowing section will explore only the major ones. In ad-
dition, it will include also appeals to emotion. The at-
tempt to elicit a certain emotion in the reader/audience
on behalf of the argumentator in order to persuade

the former in the latter’s position is known as an appeal
to emotion. For each fallacy and appeal to emotion list-
ed, there will be a definition together with an example
that illustrates it.

APPEAL TO FEAR

Definition: Using scare tactics; emphasizing threats or
exaggerating possible dangers.

Example: Losing your vision is a terrible thing. Why take
the risk? Why trust your precious eyesight to anyone
except Viva Vision?




RECOGNIZING LOGICAL FALLACIES AND

APPEALS TO EMOTION ONLINE AND OFFLINE

APPEAL TO STATUS

Definition: The status appeal speaks to individuals who
want to identify themselves with a higher class.

Example: | know | missed assignments, but if you fail
me, | will lose my financial aid and have to drop out.

APPEAL TO PITY

Definition: Trying to evoke an emotional reaction that
will cause the audience to behave sympathetically even
if it means disregarding the issue at hand.

Example: | know | missed assignments, but if you fail
me, | will lose my financial aid and have to drop out.




RECOGNIZING LOGICAL FALLACIES AND

APPEALS TO EMOTION ONLINE AND OFFLINE

ARGUMENTUM AD BACULUM

Definition: The fallacy of “proving one is right” by
threats of violence, terrorism, superior strength or raw
military might.

Example: Give up your foolish pride, kneel down and
accept our religion today if you don’t want to burn in
hell forever and ever.

ARGUMENT FROM IGNORANCE

Definition: If one does not know (or cannot verify)
whether a statement is true or false, it must be neces-
sarily false, or necessarily true (depending on the argu-
mentation).

Example: I’ve never been hit by lightening when stand-

ing under a tree, so we’ll be perfectly safe to shelter by
this oak now.
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RECOGNIZING LOGICAL FALLACIES AND

APPEALS TO EMOTION ONLINE AND OFFLINE

ARGUMENT FROM MOTIVES

Definition: The fallacy of declaring a standpoint or ar-
gument invalid solely because of the evil, corrupt or
questionable motives of the one making the claim. The
opposite side of this fallacy is falsely justifying or excus-
ing evil or vicious actions because of the perpetrator’s
aparent purity of motives or lack of malice.

Example: Osama Bin Laden wanted us to stop killing
Afghan civilians, so we have to keep up the fight!

EITHER-OR

Definition: The author puts everything into one of two
mutually exclusive categories, leaving the impression
that there is nothing else and nothing in-between the
two positions.

Example: Either finish school or look forward to an un-
satisfying life and a low-paying job.
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RECOGNIZING LOGICAL FALLACIES AND

APPEALS TO EMOTION ONLINE AND OFFLINE

FINISH THE JOB/JUST A JOB

Definition: Arguing that an action or standpoint may
not be questioned or discussed because there is “a job
to be done,” or that it is simply “one’s job”, falsely as-
suming the “job” shall never be questioned.

Example: How can torturers stand to look at them-
selves in the mirror? But | guess it’s OK because for
them it’s just a job like any other, the job that they get
paid to do.

GASLIGHTING

Definition: Denying or invalidating a person’s own
knowledge and experiences by deliberately twisting or
distorting known facts, memories, scenes, events and
evidence in order to disorient a vulnerable opponent
and to make him or her doubt his/her sanity.
Example: You claim you found me in bed with her?
Think again! You’re crazy! You seriously need to see a
doctor.




RECOGNIZING LOGICAL FALLACIES AND
APPEALS TO EMOTION ONLINE AND OFFLINE

GUILT BY ASSOCIATION

Definition: A variation of the Ad Hominem fallacy. The
fallacy of trying to refute or condemn someone’s stand-
point, arguments or actions by evoking the negative
ethos of those with whom the speaker is identified or of
a group, party, religion or race to which he or she be-
longs or was once associated with.

Example: My opponent for office just received an en-
dorsement from the Republican Party. Is that the sort
of person you would want to vote for?




RECOGNIZING LOGICAL FALLACIES AND

APPEALS TO EMOTION ONLINE AND OFFLINE

| WISH | HAD A MAGIC WAND

Definition: The fallacy of regretfully (and falsely) pro-
claiming oneself powerless to change a bad or objec-
tionable situation over which one actually does have
power.

Example: What can we do about gas prices? As Sec-
retary of Energy | wish | had a magic wand, but | don’t
[shrug].

MCNAMARA FALLACY (also known as: quanti-
tative fallacy)

Definition: When a decision is based solely on quantita-
tive observations (i.e., metrics, hard data, statistics) and
all qualitative factors are ignored.

Example: Donald Trump Jr. Tweeted: “If | had a bowl of
skittles and | told you just three would kill you. Would
you take a handful? That’s our Syrian refugee problem.”




RECOGNIZING LOGICAL FALLACIES AND

APPEALS TO EMOTION ONLINE AND OFFLINE

NAME-CALLING

Definition: Labeling an opponent with words that have
negative connotations in an effort to undermine the
opponent’s credibility.

Example: My stand on abortion is the only correct one.
To disagree with me would only shows what a pig you
really are.

PATERNALISM

Definition: Taking a condescending attitude of supe-
riority toward opposing standpoints or toward oppo-
nents themselves.

Example: Your argument against the war is so infantile.
Try approaching the issue like an adult for a change.
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RECOGNIZING LOGICAL FALLACIES AND

APPEALS TO EMOTION ONLINE AND OFFLINE

POISONING THE WELL
Definition: Undermining an opponent’s credibility be-
fore he or she gets a chance to speak.

Example: The prosecution is going to bring up a series
or so-called experts who are getting a lot of money to
testify here today.

POST HOC ARGUMENT (also known as False
Cause)

Definition: Attributing an imaginary causality to ran-
dom coincidences, concluding that just because some-
thing happens close to, at the same time as, or just
after something else, the first thing is caused by the
second.

Example: AIDS first emerged as an epidemic back in
the very same era when Chinese immigrants moved to
the country - that’s too much of a coincidence: It proves
that Chinese immigrants caused AlDS!harassed girls.”




RECOGNIZING LOGICAL FALLACIES AND

APPEALS TO EMOTION ONLINE AND OFFLINE

REDUCTIONISM

Definition: The fallacy of deceiving an audience by giv-
ing simple answers or bumper-sticker slogans in re-
sponse to complex questions, especially when appeal-
ing to less educated or unsophisticated audiences.

Example: Build, Back, Better!

SENDING THE WRONG MESSAGE

Definition: Attack on a given statement, argument or
action, no matter how good, true or necessary, because
it will “send the wrong message”.

Example: Convicting prostitutes does absolutely no
good against the sexual exploitation and sex trafficking
because they’re victims themselves, but we can’t just
let them go. People will think we’re okay with it.

43



RECOGNIZING LOGICAL FALLACIES AND

APPEALS TO EMOTION ONLINE AND OFFLINE

SHOEHORNING

Definition: the process of force fitting some current
affair into one’s personal, political, or religious agenda
to support their argument.

Example: After the terrorist attacks on the World Trade
Center and the Pentagon on September 11, 2001, fun-
damentalist Christian evangelists Jerry Falwell and Pat
Robertson introduced the events to their agenda.

They claimed, “civil liberties groups, feminists, homo-
sexuals and abortion rights supporters bear partial
responsibility...because their actions have turned God’s
anger against America.” According to Falwell, God al-
lowed “the enemies of America...to give us probably
what

we deserve.” Robertson agreed. The American Civil
Liberties Union has “got to take a lot of blame for this,”
said Falwell and Robertson agreed. Federal courts bear
part of the blame, too, said Falwell, because they have
been “throwing God out of the public square.” Also,
“abortionists have got to bear some burden for this be-
cause God will not be mocked,” said Falwell and
Robertson agreed.
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RECOGNIZING LOGICAL FALLACIES AND

APPEALS TO EMOTION ONLINE AND OFFLINE

SHOPPING HUNGRY FALLACY

Definition: Making ill-advised but important decisions
(or being prompted, manipulated or forced to “freely”
take public or private decisions that may be later re-
gretted but are difficult to reverse) “in the heat of the
moment” when under the influence of strong emotions.

Example: Reducing the age of criminal responsibility in
the United Kingdom to 10 years old after the killing of
James Bulger by two 10-year-old children.

SWEEPING GENERALIZATION

Definition: The author goes beyond the support or
evidence presented and makes overly broad, all-encom-
passing statements (“All are ”).

Example: All Muslim people hold extremist believes.
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RECOGNIZING LOGICAL FALLACIES AND

APPEALS TO EMOTION ONLINE AND OFFLINE

TWO-SIDES FALLACY

Definition: The presentation of an issue that makes it
seem to have two sides of equal weight or significance,
when in fact a consensus or much stronger argument
supports just one side.

Example: Scientists argue that the Earth is a sphere,
while others believe that it is flat, so evidently there are
two sides to the story.

TU QUOQUE

Definition: Defending a shaky or false standpoint or ex-
cusing one’s own bad action by pointing out that one’s
opponent’s acts, ideology or personal character are also
open to question, or are perhaps even worse than one’s
own.

Example: Sure, we may have tortured prisoners, but we
don’t cut off heads like they do!




RECOGNIZING LOGICAL FALLACIES AND
APPEALS TO EMOTION ONLINE AND OFFLINE

WHERE THERE’S SMOKE, THERE’S FIRE
Definition: Ignorantly drawing a snap conclusion and/or
taking action without sufficient evidence.

Example: Mr. Police officer, the man sitting over there
wears a turban and speaks weird language, he must be
a terrorist. You need to do something about that!




RECOGNIZING LOGICAL FALLACIES AND

APPEALS TO EMOTION ONLINE AND OFFLINE

CONCLUSION Critical social media and mainstream media content analysis should be given
greater emphasis in order to increase young people’s cognitive defense mech-
anisms against misinformation, fake news, conspiracy theories and propagan-
da. Recognizing logical fallacies and appeals to emotion have a special role in
the establishment of young critical minds.




RECOGNIZING LOGICAL FALLACIES AND

APPEALS TO EMOTION ONLINE AND OFFLINE
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FALLACY ACTIVITY

a. She referred to the park ranger’s instructions
a. Appeal to popularity on how to determine when it was safe to proceed.

b. Appeal to emotion b. She was relating the fact that she and her

i friends had never experienced a lightning strike.
c. Appeal to ignorance

c. The exact number of times she had made the

d. Appeal to wisdom ascent without incident was shared with them.

d. True to each and every question.

a. God’s existence cannot be proven. As a result,

God can’t possibly exist. a. Appeal to popularity

b. The nonexistence of God cannot be proven. God

. b. Appeal to emotion
must thus exist.

c. Appeal to ignorance
c. No return call from my pal. That’s why | know

they dislike me now. d. Appeal to wisdom

d. True to each and every question.
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FALLACIOUS
EMOTIONAL APPEALS

To get people to accept the conclusion of a weak argument, one logical fallacy known as the appeal to
emotion involves doing so (such as one that is deceptive or without foundation). An individual

who makes an emotional appeal during an argument might, for instance, make an effort to incite the
audience’s resentment toward their source to convince them to be disregarded.

Give your emotional defense. “If you think having empathy for the accused is important, how about
empathy for their victim too?” As an illustration, you might try invoking a negative emotion to bal-
ance the positive one that was first evoked. This contrasts with the persuasive methods of ethos and
logos (influence based on the character and credibility of the speaker). It is closely related to Aristot-
le’s idea of pathos, which deals with persuading people—particularly oration listeners—by appealing
to their emotions.

It is crucial to comprehend emotional appeals because they can be compelling and are frequently
used in various contexts.




FALLACIOUS

EMOTIONAL APPEALS

EXAMPLES OF APPEALS TO EMOTION

An example of an emotional defense is, “They’re saying
what | did was a crime, but I’m not guilty because if | am,
then I'll have to spend many terrible years in prison.” In
this instance, the speaker makes an emotional appeal to
the audience’s sympathy (or related emotions, such

as pity and compassion), stating that if he is guilty, he
will have to deal with unpleasant consequences, even
though these consequences have no bearing on whether
or not he is guilty.

The speaker here plays on the audience’s anger (or sim-
ilar feelings like resentment and spite) by criticizing his
accusers.

He also plays on the audience’s sense of solidarity by
identifying as one of them and promoting us vs. them
mindset. “And those individuals feel they’re better than
us, so we shouldn’t listen to what they have to say about
my guilt,” the speaker in this example may add as a sec-
ond appeal to emotion to support the first. Again, none
of this logically relates to whether or not he is guilty,

but it is also done to change the audience’s sense of his
guilt. Even though, once more, none of this logically has
anything to do with whether he is guilty. This is also in-
tended to alter the audience’s perception of his guilt.
The “think of the children fallacy” strategy uses emo-
tional appeals to support claims supporting children’s
rights.

Such arguments are intended to elicit a strong emo-
tional reaction because most people want to safeguard
children from harm. An illustration of one of these argu-
ments is as follows: “How is it possible to argue against
internet censorship?

Consider the unfortunate kids who might be exposed to
objectionable material.”

Additionally, emotional appeals are frequently combined
with other rhetorical devices and logical fallacies. Vac-
cines are unnatural; it’s repugnant that people willingly
put something like that in their bodies, as in the follow-
ing example.
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FALLACIOUS

EMOTIONAL APPEALS

It’s disgusting that people willingly put something like
that in their bodies because vaccines are unnatural.
Here, the argument uses a false appeal to nature in con-
junction with a request for people’s disgust to encour-
age a negative emotional response to something pre-
sented as being out of the ordinary.

Here’s another illustration of it:

Journalist: How do you feel about the accusations
against the party’s leader?

Politician: Oh no, another would-be journalist being
paid by big media conglomerates to advance this ridicu-
lous agenda.

Here, an ad hominem attack is used with an appeal to
emotion to encourage a negative emotional response
against the journalist. Additionally,

it serves as a red herring to divert attention away from
the journalist’s and the audience’s primary question to
the politician.
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EMOTIONAL APPEALS

TYPES OF APPEALS TO EMOTION
Arguments can appeal to one of two main emotional
types:

* Negative Emotions
* Positive Emotions




FALLACIOUS
EMOTIONAL APPEALS




FALLACIOUS
EMOTIONAL APPEALS




FALLACIOUS
EMOTIONAL APPEALS




FALLACIOUS
EMOTIONAL APPEALS




FALLACIOUS
EMOTIONAL APPEALS




FALLACIOUS

EMOTIONAL APPEALS

Regarding the classification of these emotions, there is
no agreement. Some, like cynicism, aren’t always regard-
ed as emotions. Others, such as pride, aren’t consistent-
ly categorized, so they can occasionally be both positive-
ly and negatively categorized.

The same holds for other feelings and mental states that
arguments may try to evoke, such as surprise, enthusi-
asm, uncertainty, empathy, friendliness, camaraderie,
solidarity, nostalgia, and confidence. This also holds for
associated ideas such as popularity (in the argumentum
ad populum), force (in the argumentum ad baculum),
flattery, nationalism (and patriotism), and consequences
that can be included in such arguments (in the argumen-
tum ad consequentiam).

Practically speaking, the specific classification of emo-
tions in the current situation is unnecessary. Instead, it’s
crucial to pinpoint the emotional appeal and the emo-
tion (or related state) it targets. When doing this, it’s
critical to remember that even positive emotions can be
invoked in a deceptive and manipulative way with unfa-

vorable outcomes.

Additionally, various subtypes of the appeal to emotion
can be seen in arguments that use multiple emotions.
Other fallacies include, for instance, the requests to fear
and hope. They are similar in structure and aim but dif-
fer mainly in the emotions they evoke. There is disagree-
ment over whether to refer to an argument that invokes
a particular emotion as an “appeal to emotion” or by the
actual emotion that it involves (e.g., “argument from
pity,” or “argumentum ad misericordiam,” “appeal to
pity,”). However, the more prevalent this type of argu-

ment is, the more likely it is to go by a different name.
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EMOTIONAL APPEALS

WAYS TO APPEAL TO EMOTIONS

Depending on the emotion being evoked, the rea-
son it is being provoked, and the target audience,
there are numerous

ways to do so. To accomplish this, frequently used
methods include the following:

e Supplying pertinent quotations or anecdotes.

e Using metaphors or tales.

e Using false comparisons.

e Using inflammatory and possibly misleading lan-
guage (e.g., language that dehumanizes someone
perceived

as an opponent).

¢ Delivering remarks with heart and passion.

e Additional rhetorical devices and logical errors
(e.g., Gish gallop and circumlocution).

WHY APPEALS TO EMOTION CAN BE EFFEC-
TIVE

Due to people’s inherent irrationality, particularly their
propensity to process information in a biased manner
and prioritize intuitive, emotional reasoning over fact-
based, logical, and analytical reasoning, appeals to emo-
tioncan be effective as a rhetorical device even though
they are false.

Furthermore, arguments frequently involve emotions.
They may be regarded as logically sound, leading some
individuals to accept them even when doing so is illogi-
cal. For instance, it can sometimes be logically justified
tothink about whether a particular course of action will
make someone feel good or bad, which can cause people
to consider this aspect even when it is irrelevant to the
argument.

Additionally, arguments that appeal to emotion fre-
quently combine valid reasoning with the fallacious use
of emotion, making it more difficult to spot the problem
with these arguments and strengthen their persuasive-
ness.
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EMOTIONAL APPEALS

HOW TO RESPOND TO APPEALS TO EMOTION

You can respond to and resist an appeal to emotion in several ways:

1. Find the logical mistake: You can show how the in question argument relies on emotion in an unwarrant-

ed way by saying, for example, “whether or not we like this person shouldn’t matter to deciding if what he did
was wrong.”

2. Bring attention to the attempt at manipulation: For example, you can identify the emotion the argu-
ment is appealing to and explain what it is trying to persuade the audience to think by saying, “You’re trying to
get everyone too angry to see that your argument isn’t based on any concrete evidence.” However, you should
consider their intention and how confident you are in it when phrasing your response. To do this, you should
believe whether the person who used the argument most likely intended to manipulate listeners.

3. Give your emotional defense: “If you think having empathy for the accused is important, how about em-

pathy for their victim too?” As an illustration, you might invoke a negative emotion to balance the positive
one that was first evoked.

4, Keep to your original line of thought: You could ignore the emotional appeal and stick to your original
point rather than respond to it directly.
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You should consider other rhetorical devices or fallacies
in your response when an appeal to emotion is used

in conjunction with them. Consider the scenario where
an emotional appeal is used with a strawman argu-
ment, whose objective is to present a false represen-
tation of the original position to make it simpler to
refute. Then, address this as you deal with the prob-
lematic use of emotion.

Additionally, remember that not all arguments that in-
voke or reference emotion are necessarily false appeals
to emotion when choosing how to respond. Even if an
idea makes a mistaken appeal to emotion, that doesn’t
necessarily mean its conclusion is incorrect.

HOW TO AVOID ARGUMENT USING APPEALS
TO EMOTION

You should consider whether attempting to elicit or
discuss emotions is acceptable in a given argument to
avoid making unjustified appeals to emotion. If you feel
that doing so is rational, you should act logically. For ex-
ample, you should avoid using emotions to distract the
audience and get out of the obligation to support your
position.

CONCLUSION AND SUMMARY
The appeal to emotion logical fallacy includes appealing
to people’s emotions to convince them to accept the
conclusion of an unconvincing argument (such as one
that is deceptive or without foundation).
In a debate, someone who makes an emotional appeal
might, for instance, try to make the audience angry at
their source to get them to ignore them.
Due to people’s propensity to frequently rely on emo-
tional—rather than analytical—reasoning, these argu-
ments can appeal to various emotions (such as hate,
fear, and compassion).
You have three options when responding to appeals to
emotion:
e Point out their illogical fallacy and the attempt at ma-
nipulation.
e Stick to the original line of thought.
e Make your emotional case.
Consider whether it is appropriate to include an emo-
tional component in any given argument and, if so,
whether you can do it in a way that is logically sound to
avoid making these false arguments yourself.
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FALLACIOUS

EMOTIONAL APPEALS

o Emotional sympathy
o Emotional effort
o Emotional defense

o Emotional guilt

o Emotional Appeal to Anger

o Emotional Appeal to Guilty

o Emotional Appeal to Fear

o Emotional Appeal to Sadness

EXERCISES

o Supplying pertinent quotations or anecdotes.

o Using metaphors or tales.

o Using true comparisons.

o Using inflammatory and possibly
misleading language
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EMOTIONAL APPEALS

o Emotional Appeal to Emotion
o Emotional Appeal to Sympathy
o Emotional Appeal to Fear

o Emotional Appeal to Disgust

o Emotional Appeal to Compassion
o Emotional Appeal to Hope
o Emotional Appeal to Happiness

o Emotional Appeal to Pride

EXERCISES

o Emotional Appeal to Anger
o Emotional Appeal to Fear
o Emotional Appeal to Happiness

o Emotional Appeal to Compassion

o Emotional Appeal to Fear
o Emotional Appeal to Disgust

o Emotional Appeal to Sadness

o Emotional Appeal to Anger
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EMOTIONAL APPEALS
EXERCISES

o Emotional Appeal to Hope o Emotional Appeal to Empathy
o Emotional Appeal to Compassion o Emotional Appeal to Hope
o Emotional Appeal to Pride o Emotional Appeal to Fear

o Emotional Appeal to Relief o Emotional Appeal to Compassion

o Emotional Appeal to Sadness
o Emotional Appeal to Guilt

o Emotional Appeal to Anger

o Emotional Appeal to Fear
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EXERCISES




EMOTIONAL FALLACY

An informal fallacy, “appeal to emotion” (or “argu-
mentum ad passiones,” from Latin for “to the pas-
sions”) occurs when an one attempts to persuade an-
other person by appealing to their emotions instead
of their rational.

APPEAL TO FEAR (Scare Tactics)
Description: The argument is an attempt to win you over by making you anxious and afraid.

Comments: Sometimes people confuse an appeal to fear with an appeal to force. The difference is that an Ap-
peal to Fear is merely a caution. In this statement, the speaker is predicting that bad things will happen to the
hearer, but is not threatening to be the cause of that harm. To threaten with the use of force is to appeal to its
use. The speaker promises to take action against the hearer.
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EMOTIONAL APPEAL

COMMON LOGICAL FALLACIES
A circular argument restates the argument rather than proving it.

Ad Hominem Attack: An ad hominem attacks a person’s character rather than his or her opinions or argu-
ments.

Appeal to authority: The appeal to authority fallacy is very prevalent as a form of logical error. Invoking an
authoritative figure entails using the credibility and expertise of that person to support the argument. This has
potential, but it shouldn’t be the mainstay of your case. Never forget that an opinion held by a person in power
is not always accepted as fact.

AGAINST THE MAN

The “against the man” fallacy, also known as “ad hominem,” is a common tactic used by both sides during heat-
ed discussions.

It entails making a scathing personal attack on one’s adversaries. You have committed the fallacy ad hominem
if you have made a personal remark or criticism instead of addressing the merits of the opposing argument.
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EMOTIONAL APPEAL

Tu Quoque Fallacy: This means insulting the other person for making certain choices in the past. It is also
known as the appeal to hypocrisy. It is a version of “Looks who’s talking”. Often, it involves overlooking one’s
own shortcomings and pulling the other person down. It is a defensive move and is typically resorted to when
one knows one has been beaten on merit and now needs to save face.

Appeal To Ignorance: The gist of this fallacy is that it claims that an argument is true because it has not yet
been proven false. You would have come across it in all sorts of places—from mundane conversations to large-
scale advertising to political campaigns.

e Scare Tactics — to reduce complicated issues to threats, or to exaggerate the possible danger well beyond
its statistical likelihood.

e Either/Or Choices — to reduce a complicated issue to two limited alternatives, or to deliberatly obscure
alternatives.
e Slippery Slope — to cast a tiny misstep today as tomorrow’s avalanche.

e Sentimental Appeals — to use excessive emotion to distract readers from the copmlete picture of complex
social issues.

e Bandwagon Appeals--to urge others to follow the same path everyone else is taking.

78



EMOTIONAL APPEAL

a. Appeal to popularity

b. Appeal to emotion

c. Appeal to Ad Hominem Attack
d. Appeal to fear

a. Appeal to fear

b. Appeal to emotion
c. Appeal to Ad Hominem Attack
d. Appeal to wisdom

ACTIVITY (MCQS)

a. Appeal to fear

b. Appeal to emotion

c. Appeal to Ad Hominem Attack
d. Appeal to wisdom

a. Appeal to popularity

b. Appeal to emotion

c. Appeal to Ad Hominem Attack
d. Appeal to wisdom
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b. Appeal to emotion

c. Appeal to authority

d. Appeal to wisdom

ACTIVITY (MCQS)

a. Appeal to emotion
b. Appeal to ignorance
c. Appeal to popularity
d. Appeal to wisdom

a. Appeal to popularity
b. Appeal to emotion
c. Appeal to ignorance

d. Appeal to wisdom




EMOTIONAL APPEAL

ACTIVITY (MCQS)

a. Appeal to popularity o AreracEl) e areien

A | i
b. Appeal to emotion b. Appeal to ignorance

A [toi
C. Appeal to ignorance c. Appeal to wisdom

d. Appeal to wisdom d. Against The Man

a. Appeal to popularity

b. Appeal to emotion a. Appeal to ignorance

b. Appeal to wisdom

c. Appeal to ignorance

d. Appeal to wisdom c. Against The Man

d. Straw man
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ACTIVITY (MCQS)

a. Appeal to popularity
b. Appeal to emotion
c. Appeal to ignorance
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EMOTIONAL APPEAL

ACTIVITY (MCQS)

a. Appeal to ignorance a. Appeal to wisdom

b. Appeal to wisdom
c. Tu queue fallacy

d. Fallacy of nature

a. Appeal to wisdom
b. Tu queue fallacy
c. Fallacy of nature

d. Appeal to emotion

b. Tu queue fallacy
c. Fallacy of nature
d. Fallacy of slippery slop



a. Appeal to wisdom
b. Tu queue fallacy
c. Fallacy of nature

d. Appeal to emotion

a. Tu queue fallacy

b. Fallacy of nature

c. Bandwagon appeal

d. Circular Reasoning

EMOTIONAL APPEAL

ACTIVITY (MCQS)

a. Fallacy of nature
b. Bandwagon appeal
c. Circular Reasoning

d. False Dichotomy

a. Fallacy of nature
b. Bandwagon appeal
c. Circular Reasoning

d. False Dichotomy
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ACTIVITY (MCQS)

_ a. Appeal to emotion
a. Appeal to emotion

. b. Appeal to ignorance
b. Appeal to ignorance

c. Appeal to popularity
c. Appeal to popularity

d. Appeal to left out
d. Appeal to wisdom

a. Appeal to emotion a. Appeal to emotion

b. Appeal to ignorance b. Appeal to ignorance

c. Appeal to popularity

c. Appeal to popularity

d. Appeal to wisdom d. Appeal to wisdom




EMOTIONAL APPEAL

29. The mistake of assuming that something is true \ q
because there is no proof for it. k

a. Appeal to ignorance
b. Appeal to double negative
c. Appeal to wisdom

d. Appeal to popularity




TOOL FOR CRITICAL EVALUATION
OF WEB CONTENTS

SUBJECTS OF ASSESSMENT I

The student names source publisher and/or evaluate publishing practices /the publish-
er’s expertise in a detailed way.

Example: Only doctors can write on the pages of the Health Library




The student refers to the source presented to evidence.

Example: For the research presented on the website has been attended by hundreds of
people and its results have been published in the scientific journal.

The student mentions other reliable sources, with which the source information can be
verified OR whose information is contradicted by that source with the data.

Example: | have read the same things too from health institution’s website.
Example: The things mentioned in the blog are in conflict with the magazine in which |
read the same topic.




TOOL FOR CRITICAL EVALUATION

OF WEB CONTENTS

3. What do you think about the content creator? Do
you already know something about him or does he
convince you?

1. Who is the representative of the content producer?

Does the content producer represent, for ex-
ample, a company, organization or political
party? It may not be immediately obvious,

but try to look for even small pieces of infor-
mation, no matter who or what entity is behind
the media content.

2. What is the expertise of the content producer? Take
a closer look at the content creator’s backgrounds.

Remember that anyone can call themselves an
expert on a subject!

Look for reasoning and facts! What is “exper-
tise” based on? For example, does the person
have education in the field or other achieve-
ments?

We absorb information more easily from peo-
ple we trust, such as our friends or people we
admire.

4. What are the motives of the content producer, i.e.

what does the content producer aim for?

For example, do he want to convince you about
something or make you buy something? Be
careful, especially if the content producer
seems to be spreading some idea or working
with a marketing mindset!
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TOOL FOR CRITICAL EVALUATION
OF WEB CONTENTS

Sometimes news that is many years old is
spread on social media, for example!

Storytelling that appeals to emotions is used
often useful in online content. A closer look
may reveal that the moving story is, for exam-
ple, trying to sell something. Look at the
content and try to dig out its hard core!

Checking the sources and taking a closer look is
often worthwhile.

Pay attention to, for example, how recent the
source is and whether it is a study, an online
article or a blog post. Remember

that the quality of studies can also vary!

“Reserch say” is not a source! Sources gener-
ally considered reliable are, for example, well-
known agencies, research institutes,

expert organizations, news agencies, indepen-
dent media and textbooks.




TOOL FOR CRITICAL EVALUATION
OF WEB CONTENTS

Think about whether you could approach the A person more sensitively absorbs information
matter in a different way? that strengthens his preconceived notions and
world view. It is good to be aware of
how one’s own attitudes affect the reception
and assimilation of information.

Use the search engine to help you and compare Alarm bells should ring especially if something
hits. What kind of information on the subject sounds too good to be true!
can be found elsewhere?
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TOOL FOR CRITICAL EVALUATION

OF WEB CONTENTS

THE OBJECTIVES

INTRODUCTION

The goal is for the student to be able to comprehensively evaluate the reliability
of the content of different websites. The student can check the correctness of
the information and compare different information sources.

Evaluating the content on social media critically involves examining it in a way
that is fair, unbiased, and thorough. Here are some steps you can follow:

e Verify the source: Check the credibility of the source of the information. Is it a
reputable news outlet or a person with expertise in the subject?

e Check for accuracy: Look for evidence to support the claims made in the con-
tent. Are they supported by reliable sources?

e Consider the context: Think about the context in which the information is be-
ing shared. Is it being presented in a way that is fair and balanced, or is it biased
or sensationalized?

* Look for multiple perspectives: Seek out different viewpoints on the issue. This
can help you get a more well-rounded understanding of the issue.

* Be wary of emotional appeals: Be on the lookout for content that uses emo-
tional appeals to manipulate or persuade you.

By following these steps, you can evaluate the content on social media more
critically and make informed decisions about what to believe and share.



TOOL FOR CRITICAL EVALUATION

OF WEB CONTENTS

INTRODUCTION There are several steps you can take to identify disinformation on social media:
e Check the source: Look for information about the source of the content you’re
seeing. Is it from a reputable news organization or a known expert on the topic?
Or is it from an unfamiliar website or individual with no credentials?

* Verify the information: Use credible fact-checking sources, such as Snopes or
Factcheck.org, to verify the information. Don’t just rely on a single source - try to
find multiple sources that confirm or refute the information.

e Consider the context: Pay attention to the context in which the information is
presented. Is it being presented in a balanced and objective manner, or is it bi-
ased or sensationalized?

e Look for evidence: Disinformation often lacks evidence to support its claims.
Look for sources and citations that back up the information.

* Be wary of emotional appeals: Disinformation often uses emotional appeals to
manipulate people’s opinions and reactions. Be critical of content that tries to ap-
peal to your emotions without providing logical arguments or evidence.

e Check the date: Make sure the information is current and relevant. Outdated
information or information that is no longer applicable may still be circulated as if
it were current.

By following these steps, you can help to identify disinformation on social me-
dia and protect yourself from being misled.

93



TOOL FOR CRITICAL EVALUATION

INTRODUCTION

OF WEB CONTENTS

What differences are between disinformation and misinformation?

Disinformation and misinformation are both forms of false or misleading in-
formation. However, there are some key differences between the two terms:

e Intent: Disinformation is typically spread intentionally, with the goal of deceiv-
ing or manipulating people. Misinformation, on the other hand, may be spread
unintentionally, due to a lack of knowledge or understanding of the facts.

e Source: Disinformation is often spread by governments, political organizations,
or other groups with an agenda to promote. Misinformation, on the other hand,
can come from a variety of sources, including individuals who may be misin-
formed or unaware of the facts.

e Effect: Disinformation is often more effective at manipulating public opinion,
as it is typically spread with a specific goal in mind. Misinformation, on the other
hand, may simply be an accidental spread of false information.

Overall, both disinformation and misinformation can have serious consequences,
as they can lead to the spread of false or misleading information that can shape
public opinion and decision-making. It is important to be cautious and critical-

ly evaluate the information we come across, and to seek out reliable sources of
information to ensure that we have a clear understanding of the facts.
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TOOL FOR CRITICAL EVALUATION

OF WEB CONTENTS

INTRODUCTION

THE DESCRIPTION OF
THE ACTIVITY

Deepfake is a type of artificial intelligence-based video manipulation that uses
machine learning algorithms to synthesize realistic-looking or sounding images,
audio, or video. It involves creating a synthetic version of a media asset, such as
a video or audio recording, by using a machine learning model trained on a large
dataset of real examples.

The technology behind deepfake can be used for a variety of purposes, includ-
ing creating realistic-looking videos for entertainment or marketing, or for more
nefarious purposes such as spreading misinformation or manipulating public
opinion. Deepfake technology has raised significant concerns about its potential
for abuse, as it can be used to create convincing but false videos

that could potentially be used to deceive or mislead people.

There are also concerns about the ethical implications of deepfake technology,
as it can be used to create videos of people saying or doing things that they nev-
er actually said or did. Some experts have called for more regulation and over-
sight of deepfake technology to help prevent its misuse.

In social media and various online environments, you come across a wide vari-
ety of media content, the reliability of which can be challenging to assess. The
attached tool will help you critically examine online and social media texts and
think more deeply about the reliability of the content.
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TOOL FOR CRITICAL EVALUATION
OF WEB CONTENTS

THE INSTRUCTIONS OF Materials:
HOW TO IMPLEMENT THE ° Video (duration 4 minutes)
ACTIVITY e Exercise (12 questions)
e Evaluation form
 Guidance (this document)

Phases:

e Start by watching the video

* The student chooses the web page
he wants

e The student answers the questions
e The answers are evaluated using the
evaluation form

e Discussion of students’ findings




TOOL FOR CRITICAL EVALUATION
OF WEB CONTENTS

Be Smart critical evaluation

We absorb
information
more easily

from people
we trust, such
as our friends
or people we
admire.

f ==

P Pl ) 045/343

Be Smart critical evaluation

https://www.youtube.com/watch?v=n6xWucd8Ncw&t=46s
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THE OBJECTIVES (YOU
CAN ALSO HIGHLIGHT
THE NEEDS) THE ACTIVI-
TY ADDRESSES

THE COMPETENCY
(KNOWLEDGE, SKILLS,
ATTITUDES, BEHAVIORS)
LEARNERS EXPECTED TO
GAIN WHILE EXPERIENC-
ING THE ACTIVITY

THE BRIEF THEORETICAL
DESCRIPTION OF THE
ACTIVITY

THE INSTRUCTIONS OF
HOW TO IMPLEMENT THE
ACTIVITY (SETTING, TIME
NEEDED, MATERIALS
NEEDED, ETC.)

CHATGPT

Interactive learning task about critical media literacy

This task helps to practice the ability to evaluate and interpret
the responses provided by ChatGPT. The goal is to develop critical
thinking and the ability to distinguish reliable from unreliable
information.

We look at different situations in which you get answers to your
questions from ChatGPT. The task is to assess whether these
answers can be trusted or not. By looking at different examples,
a decision should be made based on whether the answer given
by ChatGPT can be believed or not. The answers are justified and
one’s own critical thinking is used to support the decision.

Students are shown an infographic with 5 QR codes. The codes
provide access to examples of ChatGPT’s responses. The student
justifies why the answer seems to be right or wrong.

Duration: 1 hour

e Internet connection

e QR code reader needed

e Printed version of ChatGPT Infographic
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CHATGPT

ACTIVITY

REFLECTION AND VALI- Each example is followed by the correct answer with explanations

DATION METHODS FOR
EACH ACTIVITY

ANY OTHER RELEVANT Students can register as ChatGPT users if they have not used it
INFORMATION before.

100



NETIQUETTE

etiquette

By following netifquette you are your own referee
in social media behavior.
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NETIQUETTE

Follow at least these basic rules to ensure smooth virtu-  It’s the kind of message that makes people respond,

al communication: “Oh come on, tell us how you really feel.” Tact is not its
objective.

1. Prioritize real people. Does Netiquette forbid flaming? Not at all. Flaming is

a longstand and finally, please check for grammar and
spelling mistakes!

2. Stay considerate.
3. Don’t overshare.
4. Respect other people’s privacy. See the next section for more tips on how to be polite
5. Don’t spam. to other

6. Respond quickly to emails and messages.

7. Help control flame wars. “Flaming” is what people
do when they express a strongly held opinion without
holding back any emotion.
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NETIQUETTE

1. Respect copyright. Copyright is infringed when you illegally copy and distribute someone else’s work. Unautho-
rized file-sharing can result in penalties ranging from fines to two years’ imprisonment.

2. Do not plagiarize. Plagiarism is the use of another person’s work without proper acknowledgement
of the original source.

3. Observe spelling and grammar. Write concisely and to the point. Give your email a meaningful title that de-
scribes the content of your message.

4. Get good anti-virus software and scan file attachments before opening them.
5. Respect your privacy. For example, don’t forward emails without the permission of the original sender.

6. Be careful with humor and irony. In the absence of clear body language and tone of voice, electronic messages
are easily misinterpreted. You can use emoticons if you want to make sure the reader understands that you are
joking. However, even excessive use of emoticons may irritate some people.

7. Don’t say anything in a message that you don’t want to be public knowledge.
8. The use of capital letters is often perceived to be an insult and is therefore not always polite.
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NETIQUETTE

9. Do not attach very large files to an e-mail message without the permission of the recipient. The recipient may
have a slow network connection, and sending a very large file may tie up their computer for a long time.

10. Consider who you are sending circulars to. People are often in a hurry, and it is wise to check whether they
want to receive this kind of mail. Circulars may also contain viruses.

11. Only post messages to newsgroups and discussion groups that are relevant to the topic of the group.

12. Be polite and respectful of others’ opinions.

13. Think before you post. Any private information posted and stored online can live online, even if the photos and
texts are deleted from your computer or the web. The information has already been copied to online archiving ser-
vices, for example, and it is virtually impossible to retrieve it.

14. Do not tell anyone your surname, address, home address, telephone number or the name of your school.
15. Do not reveal your credit card numbers or your bank information, passport or other important documents.

16. Do not give out personal information about yourself or people you know to strangers.
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NETIQUETTE

MORE RULES FOR NETIQUETTE

17. Keep your password to yourself! Do not share it even with your best friends.

18. Ask your parents or other adults for permission to store material on your computer from the Internet. Remem-
ber that computer programs and databases may not be copied, even for your own use, without the permission of
the author, unless they are so-called free programs. You are not allowed to install programs or download files on
school computers without the permission of the teacher.

19. Also ask permission before registering for competitions or giving out your email address to strangers.

20. Tell your parents or other adults if someone sends you pictures that you find objectionable or strange, or if
you see such pictures on the Internet.

21. Remember that no one can make you do anything! If you are talking to someone in a discussion group and they
ask you a question you don’t want to answer, you don’t have to. Instead, leave the discussion group.

22. Don’t answer even if someone says something you find objectionable or disgusting.

23. Remember that the people you meet on the Internet are not necessarily who they say they are!

24. If you decide to meet someone you have met on the Internet, never meet them alone. A familiar adult should
be with you when you first meet, and the meeting should take place in a public place, not in someone’s home.

25. Remember that many offers that seem better than usual are usually misleading.
Source: https://peda.net/urjala/uy/ohjeita/nettietiketti
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NETIQUETTE

The use of smart (mobile) phones generally follows the principles of netiquette, which refers to the etiquette or
code of polite behavior on the internet. However, individuals may vary in their adherence to these principles.
Please note of the following advise:

Respect for Others’ Time and Attention:

Avoid using your smartphone in situations where it may disturb others, such as during meetings, classes, theaters
or social gatherings. In theaters, do not open your phone during a performance as its light disturbs others, and do
not video the performance.

Privacy:

Be cautious about discussing sensitive or private information in public places or over unsecured networks. Respect
others’ privacy by not taking photos or videos without their permission.

Multitasking:

Be aware of your surroundings when using your smartphone, especially in situations that require your full attention
(e.g., crossing the street, driving).

Managing Notification:

Customize your notification settings to minimize disruptions to others and yourself.

In libraries:

Avoid using your mobile phone, focus on reading books to find new ideas and improve your reading skills.
Emergency Situations:

In emergency situations, use your smartphone responsibly to seek help or provide assistance. The European emer-
gency number 112 and the 116 service numbers help adults and children in distress. Be clear about what to say
when you call the emergency number.
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NETIQUETTE

SHOULD SMARTPHONES AND OTHER DIGITAL DEVICES

BE BANNED IN SCHOOL AND EDUCATION?

In the Nordic countries, a serious problem has finally
been recognised; almost a quarter of school leavers can
no more read than they know the basics of mathemat-
ics. Indeed, it is common for pupils to have no need to
write anything at all in pencil at school.

Teachers say you can listen to a book if you don’t feel
like reading it. Children and young people’s reading
skills are constantly deteriorating, their vocabulary is
shrinking, and they may not even know familiar words
or expressions.

Their concentration is often poor or almost non-exis-
tent. We are raising our children to be illiterate digital
addicts, while at the same time as children’s read-

ing and literacy skills are declining, schools are being
flooded with digital devices with a religious frenzy. Do
children have to be “digital natives” in order not to fall
from the front line of development? What has the digi-
talisation of schools led to? Finnish children and young
people’s PISA results are falling.

Let us now look at what could have caused the sit-
uation described above:

The 2023 Global Education Monitoring Report has re-
cently released a call for technology only to be used in
class when it supports

learning outcomes, and this includes the use of smart-
phones.

Should we protect children and young people
from excessive use of mobile phones?

The report shows that some technology can support
some learning in some contexts, but not when it is
over-used or inappropriately used. In particular, the
use of smartphones can disrupt learning in classrooms.
One study looking at pre-primary through to higher
education in 14 countries found that it distracted stu-
dents from learning. Even just having a mobile phone
nearby with notifications coming through is enough to
result in students losing their attention from the task
at hand. One study found that it can take
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NETIQUETTE

students up to 20 minutes to refocus on what they
were learning once distracted.

The use of mobile phones at school should be restrict-
ed. It interferes with learning.

Removing smartphones from schools in Belgium, Spain
and the United Kingdom was found to improve learn-
ing outcomes, according to a study cited in the report,
especially for students that were not performing as
well as their peers.

The digital revolution holds immeasurable poten-

tial but, just as warnings have been voiced for how it
should be regulated in society, similar attention must
be paid to the way it is used in education.

Concerns over data privacy, safety and well-being also
underpin debates about the use of some technology in
schools, especially by students at young ages.

There are privacy concerns raised when specific appli-
cations collect user data unnecessary for the applica-
tions to work. Currently, only 16% of countries explicitly
guarantee data privacy in education by law, however.
One analysis found that 899% of 163 education
technology products recommended during the pan-
demic could survey children. Further, 39 of 42 govern-
ments providing online education during the pandemic
fostered uses that risked or infringed on children’s
rights.
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NETIQUETTE

Resources

_ Cardboard and pens to write down the rules of the

A classroom space that allows small group work.

RESPECT

RESPONSIBILITY

HONESTY

SELF-DISCIPLINE

game.
Duration
15-45 min.

Showing respect towards oneself and others is crucial. This includes being polite, listening
attentively, using appropriate language, and treating others with kindness and empathy.

Taking responsibility for one’s actions and choices is an important aspect of maturity.
This involves being accountable for tasks, fulfilling obligations, and considering the conse-
quences of one’s actions.

Practicing honesty and integrity builds trust and fosters healthy relationships. Young peo-
ple should strive to be truthful, admit mistakes, and avoid dishonest or deceitful behavior

Developing self-discipline helps young people achieve their goals and grow into respon-
sible adults. This involves managing time effectively, setting priorities, and making posi-
tive choices, even when faced with temptations or distractions.
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EMPATHY

OPEN-
MINDEDNESS

CONFLICT
RESOLUTION

DIGITAL
CITIZENSHIP

SAFETY
AWARENESS

NETIQUETTE

Cultivating empathy enables young people to understand and connect with others on a
deeper level. It involves being sensitive to the feelings and perspectives of others, showing
compassion, and practicing active listening.

Being open-minded allows young people to embrace diverse perspectives, ideas, and cul-
tures. It involves being willing to learn from others, considering different viewpoints, and
avoiding prejudice or judgment.

Developing skills in resolving conflicts peacefully and constructively is important for
healthy relationships.

Young people should learn effective communication, negotiation, and compromise tech-
niques to navigate disagreements respectfully.

In today’s digital age, appropriate behavior extends to online interactions. Young people
should practice responsible digital citizenship, which includes being mindful of privacy,
respecting others online, avoiding cyberbullying, and

using technology responsibly.

Young people should prioritize their safety and the safety of others. This involves being
cautious in potentially dangerous situations, making informed decisions, and seeking help
when needed.
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THE OBJECTIVES (YOU
CAN ALSO HIGHLIGHT
THE NEEDS) THE ACTIVI-
TY ADDRESSES

THE COMPETENCY
(KNOWLEDGE, SKILLS,
ATTITUDES, BEHAVIORS)
LEARNERS EXPECTED TO
GAIN WHILE EXPERIENC-
ING THE ACTIVITY

THE BRIEF THEORETICAL
DESCRIPTION OF THE
ACTIVITY, THE DESCRIP-
TION OF

THE ACTIVITY ITSELF

In this activity we discuss the general rules of netiquette, etiquette
of mobile phones and the impact of he use of mobile

phones on education and learning in schools.

This activity will guide us on how to behave according to generally
accepted practices or rules when using online and mobile phones,
especially when socializing and interacting on different social media
and using mobile phones.

First we learn what Netiquette is about; it is made up of the words

net and etiquette. Thus, netiquette describes a code of conduct

for respectful and appropriate internet communication. Netiquette

is usually referred to as Internet etiquette. They are not legally binding rules,
but recommended rules of etiquette.

Most notably, the use of smart phones should also follow the netiquette.

Students will familiarize themselves with the rules of online etiquette
through the accompanying material and by independently researching what
can be found on online etiquette in different online sources. We will also com-
pare our experiences of using our mobile phones discreetly, for example in
libraries, on trains or other means of transport. We also learn that, in addition
to talking on a mobile phone, the light from the phone or watching videos on
the phone without headphones can distract our fellow users.
m



THE INSTRUCTIONS OF
HOW TO IMPLEMENT THE
ACTIVITY (SETTING, TIME
NEEDED, MATERIALS
NEEDED, ETC.)

PEDAGOGICAL
RECOMMENDATIONS

REFLECTION AND VALI-
DATION METHODS FOR
EACH ACTIVITY

REFERENCES /
BIBLIOGRAPHY

ANY OTHER RELEVANT
INFORMATION

NETIQUETTE

Duration: 1-2 hours
Internet connection, smartphones

Learning tasks can be done alone or in pairs. Finally, all students
can discuss together why netiquette and smartphone etiquette
are important and recommended

Each example is followed by the correct answer with explanations

What is netiquette?:
https://www.kaspersky.com/resource-center/preemptive-safety/

what-is-netiquette

Discussion with your parents
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COMPARATIVE ANALYSIS
OF SOCIAL MEDIA GIANTS

ACTIVITY ADDRESSES Youth workers, youth. Age: 18 to 70




COMPARATIVE ANALYSIS
OF SOCIAL MEDIA GIANTS

Approx 90 min, the time frame is indicative, participants together
decide the total time
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COMPARATIVE ANALYSIS

OF SOCIAL MEDIA GIANTS

MATERIALS Laptops or tablets for participants (if available)
Projector and screen
Whiteboard and markers
Printed scenarios and role cards
Sticky notes and markers

REFERENCES/ Safe social media for kids

BIBLIOGRAFY https://www.npr.org/2011/07/11/137705552/ten-safe-social-n
et- working-sites-for-kids
What should everyone know about social media
https://www.youtube.com/watch?v=z_3mjW2NVY4

15



DIGITAL LITERACY

AND INDENTITY

With Facebook, anonymity disappeared and we all had a digital identity.

At first we didn’t know what a digital identity meant, so we were careless and gave our data to Facebook without
a second thought.

People’s social encounters started to be worth money to technology companies. For example, the Habbo Hotel,
created in the early 2000s, was a rudimentary virtual space where children and young people sometimes spent
an insane amount of money to buy virtual furniture that had zero value in the real world. It was the beginning of a
development that is hard to stop.

Digital commerce is fast becoming commonplace. Digital art, game props and clothing, for example, are bought
and sold in virtual spaces for games and chat.

Large companies are rapidly entering this market. Nike and Adidas are now competing to launch digital sneakers.
At the same time, the information we give to Facebook, Google and other companies will always go with the price
tag.

The data will help advertisers see what we find attractive.

To cope with these developments in digitalisation, we need digital literacy. We need to be able to take a critical
view of the services, the data collected about us and the digital products sold to us. As each future generation
spends more time in virtual spaces than the last, digital literacy will become an increasingly important civic skill
for them.
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THE OBJECTIVES (YOU
CAN ALSO HIGHLIGHT
THE NEEDS THE ACTIVITY
ADDRESSES

THE COMPETENCY
(KNOWLEDGE, SKILLS,
ATTITUDES, BEHAVIORS)
LEARNERS

EXPECTED TO GAIN
WHILE EXPERIENCING
THE ACTIVITY

THE BRIEF THEORETICAL
DESCRIPTION OF THE
ACTIVITY

THE INSTRUCTIONS OF
HOW TO IMPLEMENT THE
ACTIVITY

Interactive learning task as to social media giants: The puprose

of this activity is to enhance participants’ understanding of the
world of social media giants. In this session, we will explore some
leading platforms, their impact on society, and their unique features,
as we compare Facebook, X (former Twitter), Instagram,

and LinkedIn.

We explore the social media giants and the companies behind
them, and learn that.

Even though it’s “social” media, the companies behind it make a
profit and pay dividends to their owners.

We take a look at the platforms of the social media giants, Facebook.

Instagram. X, Linkedin etc. We find that they collect a lot of
information about their users. We assess the impact of the giants
on users and societies in general.

Students are asked to critical evaluate the pluses and minuses of
social media.

Duration: 1 hour
Internet connection
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SOCIAL MEDIA GIANTS

ACTIVITY

REFLECTION AND VALI- Each example is followed by the correct answer with explanations.

DATION METHODS FOR
EACH ACTIVITY




WHO ARE THE SOCIAL
MEDIA GIANTS?

In this activity we discuss the social media giants, who they are and who owns them and how they make their
money (Facebook). Additionally, we look at other phenomena around the social media giants.




WHO ARE THE SOCIAL

MEDIA GIANTS?

2. FACEBOOK CONTROLS For Facebook users, it’s pretty much unclear where and how Meta Platforms, the
AND FUNDS owner of Facebook, Instagram and WhatsApp, gets its money and profits. While
their service is ostensibly free, the user himself (you) is the
product that Meta Platforms sells to advertisers.
You and over 3 billion users are continually profiled according to behaviour, digitally
tracked movements, desires and cravings and this targeted data is sold. For Meta
Platforms, selling targeted profiling and advertising is valuable.
According to Meta’s interim report, it generated an average of $56 per user in the
US and Canada in three months. In Europe, revenue per user was much lower at
just under €6 per month, which is still a lot when the
user base is huge... In ten years, Facebook’s revenue per user has increased nine-
fold in North America and sixfold in Europe.
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WHO ARE THE SOCIAL
MEDIA GIANTS?

Average time spent per day (worldwide,
Social media Android users only)

TikTok 95 minutes
YouTube 74 minutes
Instagram 51 minutes
Facebook 49 minutes
X (Twitter) 29 minutes

Snapchat 21 minutes




WHO ARE THE SOCIAL

4. WHAT DATA THE SOME
GIANTS COLLECT AND
SAVE FROM THEIR USERS

MEDIA GIANTS?

Social media giants collect and save a wide range of data from their users. The spe-
cific types of data collected can vary between platforms, but here are some com-
mon examples:

1. Personal Information: Social media platforms typically collect personal informa-
tion provided by users during the registration process, such as names, email ad-
dresses, phone numbers, and birth dates.

2. Profile Information: Users often provide additional details in their profiles, such
as their gender, location, education, employment history, interests, and relation-
ship status.

3. Posts and Content: Social media platforms store the content users create and
share, including posts, photos, videos, comments, and messages. This data can in-
clude text, images, location information, and timestamps.

4. Usage Data: Platforms track users’ interactions and behaviors on their platforms,
including the posts they like, the pages they follow, the accounts they interact with,
and the ads they click on. They may also collect information about the devices and
browsers used to access the platform.

5. Location Information: Many social media platforms collect and store location
data if users enable location services. This information can be used for various pur-
poses, such as providing location-based features or targeted advertising.

6. Cookies and Tracking Technologies: Social media platforms utilize cookies and
similar tracking technologies to collect data about users’ browsing activities both
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WHO ARE THE SOCIAL

MEDIA GIANTS?

4. WHAT DATA THE SOME on their platforms and across the web. This data helps in profiling users’ interests
GIANTS COLLECT AND and delivering personalized content and ads.
SAVE FROM THEIR USERS 7. Third-Party Data: Social media platforms may also collect data from third-party
sources, such as advertisers, data brokers,
or other websites and apps with which they have partnerships. This data can en-
hance user profiles and improve ad targeting.
It’s important to note that the specific data collected and how it is used can vary
among platforms. Users should review each
platform’s privacy policies and settings to understand how their data is being col-
lected, stored, and shared.
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WHO ARE THE SOCIAL
MEDIA GIANTS?

6. THE SOCIAL MEDIA
GIANTS COLLECTS AND
SAVE DATA FROM YOU

Survey reveals: Instagram reveals the most information about you to others
Instagram shares the most information about its users with third parties.
Instagram, owned by Facebook, has risen to the top of the list of apps that collect
and share user data.

A study by cloud computing company pCloud found that Instagram collects 79% of
users’ personal data and can share it with

third parties. The data collected includes search history, location, contact details
and financial information.

In its report, pCloud used Apple’s new App Store privacy policy, which reveals more
information about how apps use data about

their users and how this data is moved around.
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WHO ARE THE SOCIAL

MEDIA GIANTS?

6. THE SOCIAL MEDIA
GIANTS COLLECTS AND
SAVE DATA FROM YOU

Your tracking will be collected by:

Your contact information

Tags

Data associated with you (user)
Health and fitness
Transactions
Location

Contact details
Contact list

Sensitive information
Usage data

Data protection policies may vary depending on, for ex-
ample, the features you use and your age.
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PROJECT VIDEO

“Be Smart in Social Media: Digital Skills for Critical Minds”
Erasmus+ project promo animation https:/www.youtube.com/watch?v=Ax4ePxjYbEo

“Be Smart in Social Media: Digital Skills for Critical project aims to enhance the digital preparedness,
Minds” is an Erasmus+ strategic partnership resilience, and capabilities of youth organizations
project focused on gathering exemplary strategies through specialised training and resource develop-
and creating innovative resources for an ment. This initiative also benefits a wider
extensive media literacy E-Handbook. Partners from audience, including educators, NGO workers, and
Lithuania, Estonia, Finland, France, and Italy stakeholders interested in improving their
collaborate to develop this Handbook, tailored to understanding of digital literacy and critical think-
support youth workers in their daily interactions ing, particularly in analysing pandemic and post-
with young people. By emphasizing digital and me- pandemic scenarios in social media.

dia literacy alongside critical thinking, the

Media Bias https:/www.youtube.com/watch?v=xuVhKIXotiM

Practical limitations to media neutrality include the in the selection of events and stories that are
inability of journalists to report all available reported and how they are covered.

stories and facts, and the requirement that selected

facts be linked into a coherent narrative. This

inability provokes media bias within the mass media
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PROJECT VIDEO

Fallacy Definition https:/www.youtube.com/watch?v=pmxxx7Vtx34

Fallacies represent various sorts of errors in reason- reasoning?”. Populist politicians, provocateurs, and
ing. When you read persuasive writing, ask yourself, radicals often base their speeches and promises on
“Is the author’s argument based on faulty fallacies.

Tools for measurement of media bias
https://www.youtube.com/watch?v=P3U_Tr16Jrg&t=52s

There are various tools for measurement and evalu- ods used in the social sciences and communication
ation of bias. Richard Alan Nelson’s (2004) study on science to analyze the existence of and quantify
Tracking Propaganda to the Source: Tools for Ana- bias.

lyzing Media Bias reports there are at least 12 meth-

Bandwagon fallacy definition
https://www.youtube.com/watch?v=ZtQzIEMtLNI

This video succinctly defines and explains the Band-
wagon fallacy, shedding light on its implications and
common misconceptions.
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Guilt by association fallacy https:/www.youtube.com/watch?v=m22SUbL4zqw

This video explores the concept of the Guilt by As-
sociation fallacy, providing a clear and insightful
explanation.

Guilt by associationiallacy

Co-funded by the
European Union

SMART IN

BE SMART IN
SOCIAL MEDIA

ERASMUS + STRATEGIC PARTNERSHIP PROJECT

2021-1-LTO2-KA220-YOU-000028814

Guilt by association fallacy. Be smart in social media. Erasmus+ project.
https://www.youtube.com/watch?v=m22SUbL4zqw
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PROJECT VIDEO
SUMMARY




PROJECT VIDEO

SUMMARY
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