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The "Trust" challenge....

The battle for trust is underway

UK
USA
9 out of 10 Internet users
avoid doing business with
companies that do not
protect their privacy

67% European consumers
surveyed believe that
organizations benefit the
most from using their
personal data

63%

One international study found
that 63% of people do not fully
read terms of use documents
on a website before accepting
them

78%
feel that service
providers hold too
much information
about consumer
behaviour and
preferences

GDPR is a part

of Europe’s Digital Single Market

41% of companies not
digitised in EU

Up to 1.5 million jobs
could be created

Bureaucracy costing
€2b to EU economy

Enforcement powers
deemed insufficient

Data subjects feeling
powerless

63% of online business
untrustworthy

Europe is placing a greater
focus on the Digital economy.
This necessitates its data
protection framework to
evolve.
This process started in 2012.

DP Laws: Going Global
FTC Probe into FB/CA (US)

New Laws (BR)

POPI (ZA)

New Laws (QA)

Data Breach Laws (AU)

GDPR, ePrivacy (EU) Supreme Court Decision (IN)

Strengthening Advocacy
Key Dossiers to Watch

•

ePrivacy Regulation
– Represents a major risk for
audience measurement and
telephone-based research.
– Targeted: passive audience
measuring cookies, unsolicited
calls, and all cookie-like tech
– Penalties: same as GDPR up to 4%
annual turnover or €20m

• Copyright Reform:
– Represents a major opportunity
loss for exemption for text and
data mining
– Targeted: exemption for reason
that only applies to academics

•

Actions undertaken:
– Establishment of a Coalition
– 4 position statements and meetings
with draftsmen

• Actions undertaken:
–Polls
1 position statement with
EFAMRO sent to draftsmen
– Alignment with broad research
community

•

Opinion Polling:
– A number of markets (Latam,
Africa, and Europe) are facing
efforts to legislate on polls
– Driven by fears that polls
influence results or “get it wrong.”

•

Actions undertaken:
– Publication
of a FAQ
on of
polls to
Social
Value
dispel concerns
MR
– Targeted advocacy support to
markets, including strategy and
positioning

The objective
of the EU GDPR

What can be
collected?

How should it be
collected?

What can be done
with the data?

How should it be
protected?

What penalties for
violations?

What is outside the
scope of GDPR…

Boost trust and confidence in
the Digital Single Market.
Support EU digital businesses
to compete globally.
How?
By clearly defining data subjects’
rights, and clearly stipulating the
lawful collection and use of
personal data.

GDPR is an evolution,
not a revolution
• Reinforces and
harmonises
requirements:
– Risk analysis
– Risk mitigation
– Control of data
owners

• Updates laws to new
realities
– Big Data
– Analytics
– Artificial Intelligence

• Strengthens
enforcement capabilities
of authorities

Increases responsibility of
controllers and processors

Reduces certain bureaucratic
burdens

Emphasises internal
processes

Strengthens data subject
rights

GDPR makes key
changes
• Record-keeping of legal bases for
collection as a vital compliance step
• Designation of a Data Protection
Officer
• Provision (free-of-charge) of means to
exercise data subject rights
• Strong focus on Privacy-by-design,
data minimisation, organisational
measures
• A single lead DPA, and abolition of
prior notification requirements

GDPR
fitness
requires you
knowing
your flows

Panel and survey
research

Social media listening

Big data analytics

Online passive research

GDPR is a business
facilitator for Insights
•

Research has an ‘assumption’ of
compatibility with original collection
purposes (enabling Big Data / Passive).

•

Requirements have evolved around what
you need to communicate beforehand.

•

A diversity of processing grounds can
apply to research projects

•

Greater respondent input an evolving
dimension for consent.

Creating an inhouse privacy
culture

Awareness

Engagement

Monitoring

Resourcing

Testing

Ethics

This is not a job left to the
Data Protection Officer
It requires the commitment of
all team members
It requires a culture constantly
mindful of the risks, not just
the benefits.

Co-Regulation with data
protection authorities

A means to demonstrate
compliance with GDPR

A facilitator of transfers
outside the EU

A means to achieve a
more

GDPR is supportive of
self-regulation
•

Actively encourages sectors to adopt
Codes of Conducts, vetted and promoted
by EU authorities

•

It supports sectors to develop additional
rules that match their operating context.

•

Those who sign up to Codes of Conducts
are deemed to be making efforts to comply
with possibilities of reduced fine exposure.

•

Codes of Conducts facilitate data transfers
outside the EU for organisations that sign
up to such Codes.

Why should I comply?
with a Code of Conduct?

•

Demonstrates a commitment to higher
ideals (not the legal minimum)

•

Provides an additional safeguard in
terms of performance quality

•

Provides a unique selection criteria

•

Constantly monitored to remain up-todate with best practice and ethics

•

Consistent with CSR goals and ideals

•

May provide an insurance policy
against the consequences of breach

We are future-proofing the data,
research and insights profession alongside
our global membership base.

In 2016 ESOMAR and the International

Chamber of Commerce updated their
code of conduct to account for new digital
solutions. Our core principles:
-

Transparency about data collection, its use
and with whom it is shared, all with respect for
people’s privacy.

-

Protect personal data from unauthorised
access or disclosure.

-

Ethical behavior that does not harm individuals
or damage the image of our industry.

Our future has always
relied on trust...
Our profession has worked for 70+
years to maintain and improve trust and
confidence in the work that we do:
•
•
•

Established a global currency and principles
embodied by the ICC/ESOMAR Code
Adopted or endorsed in 50+ countries
Built effective enforcement frameworks.

Our future relies on us continuing to work
together and renew our commitments to
standards, ethics, and responsible
business practices.

3 Fundamental
Principles
1. Transparency about data collection
and data usage, and the applicable
data chain
2. A duty of care for the data collected
to protect it from unauthorised
access or disclosure.

3. Ethical behaviour that does not harm
a data subject or damage the
reputation of our industry.

Standards

We continuously work to
build public trust...
• Transparency and Education:
– Advocacy programme for regulators
– Public facing initiatives to promote social
value (Research Choices | Eureka's)
– International Research & Analytics Day

Advocacy
Compliance

• Elevating Standards and Accountability:
– New Code and Updated Guidelines
– Strengthened Disciplinary Processes

• Expanding Compliance Support:
– New ESOMAR Plus programme

Transparency

Transparency
The Research Choices Initiative

Information can be provided in
many forms.
Research Choices our
transparency initiative for online
research can form part of your
communications strategy.
It features videos explaining
common industry practices.

Helping us to self-regulate

Each association is confronted with similar challenges
when it self-regulates. Keeping track of cases,
protecting the privacy of participants... Members
expect associations to be local and global experts, able
to provide global best practice.
Regulators and the public want transparency about
our effectiveness. We turned to technology to see if it

could lend a helping hand. The result is Serene: The
Self-Regulation Engine.
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How does Serene work?

Serene is a cloud-based digital platform. Complainants
and responders access easily Serene using widgets
placed on the association website, an association
member's website, or the global community portal.
The confidentiality of disciplinary cases and privacy of
participating members is guaranteed through strict

database separation and dedicated management
areas.
Each

association

is

also

connected

with

peer

associations to build a global knowledge base, enable
case-file

transfers

or

expert

consultations,

and

comparative performance analytics.
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Why use Serene?
Many sectors depend on the credibility of their self-regulation to ward off the threat of over-prescriptive regulation. The
credibility of self-regulation is judged on several characteristics:

Serene offers a unique opportunity for national self-regulations to easily interconnect with others through technology. Serene will
strengthen global recognition for the public of our self-regulation, with an en equally strong focus on keeping your members' data and
reputations safe. And to top it off, Serene provides comparative performance metrics to help you stay on top of your performance.
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Data Protection
Checklist

All ESOMAR guidance
available on our website
esomar.org/standards

Discussion paper
on big data (soon)

Online Research
Guideline

ICC/ESOMAR
Code

Mobile Research
Guideline

Social Media
Guideline

Complex, global
challenges

New documentation
requirements

New staffing
requirements

New contracting
requirements

New operational
requirements

New reporting
requirements

Larger financial risks
for non-compliance

Throughout the world,
legislation on data protection
and privacy is becoming
tougher to meet, and
financially impossible to
ignore.
Clients, regulators, and the
public expect more from you.

ESOMAR Plus

Disseminating
knowledge

Providing standard
documents and tools

Training you and
your teams

Providing access to
experts (DPO…)

Third-party scans,
audits, certifications

Pooling resources to
reduce costs

Get more from corporate membership!

We recognised, as your trade
body, that we also had to do
more to accompany your
compliance journey.
ESOMAR Plus is our attempt
to do more for our Corporate
Members.

On-Demand Knowledge Shares

Data Protection Officer Service
On-Demand Consultancy

Guidelines and other documents

ESOMAR Plus

Your
Compliance
Partner

Trusted Suppliers

How we intend to boost your
Compliance through a range of
products and services

Data Management Courses
A GDPR-Approved Code of Conduct

Summaries of Article 29 WP Guidance

Takeaways
What we want you to remember

•

GDPR inevitably impacts your
organisation and how we do research.

•

Around the corner are new legislation in
Europe and the world that will continue to
require a greater duty of care.

•

Awareness, engagement, monitoring,
resourcing, testing, and ethics should
drive this exercise

•

ESOMAR is building through ESOMAR
plus a range of services to help you boost
your compliance readiness.

Questions?

Let’s Stay in Touch:
Kim Leonard Smouter
Head of Public Affairs and Professional Standards

📩 kim@esomar.org
📩 public.affairs@esomar.org
On Linked In | @esoGOV on Twitter

